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ABSTRACT 

In digital era, data security is a necessary requirement. To establish secure communication modern encryption techniques plays a vital role. By 
employing an efficient S-box constraints of area, power and speed are achievable. In this paper method for efficient S-box is presented which 
provides promising solution in terms of required constraints. Comparison of proposed method with other existing method is also done by 
implementing it on field programmable gate array .It shows that proposed method uses only 6.14% slices resulting 13% improvement in  
comparison with other methods. Reduction in LUTs are done by 12.42 % in proposed method. Thus optimization is achieved in terms of number 
of slices and number of LUTs. Delay and memory usage is also reduced significantly. 
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INTRODUCTION 
 Encryption techniques provides data integrity,non-repudiation 

and authentication over insecure channels. Digital technology 
adoption has increased, specially after outbreak of Covid-19.1 
Security has become key concern in this digital transformation. In 
most modern encryption techniques S-box is the first 
transformation. Substitution box maps n input bit to m output bits. 
It is important method to create confusion, which decides strength 
of ciphertext. As a result strength and reliability of encryption 
technique is dependent on S box.2 In every round substitution is 
required so it is a time consuming process. S box is massive and 
requires more power than other components.  

In this work S-box in Advanced Encryption Standard (AES) is 
considered. In AES Implementation S box is crucial 
transformation. Using field programmable gate arrays the design 
constraints are achieved. In this paper efficient encryption method 
is proposed focusing on S-box using Galois field and residue prime 
numbers. Comparison with other method based on area, memory 
usage and delay parameter is also done. 

Related work 
 Are Transformation used in AES 
AES is non-Feistel cipher defined in three versions with 10, 12, and 
14 rounds, the key size is 128, 192, and 256 respectively.3 Round 
key is always 128 bits. To obtain security AES uses four 
transformations byte substitution,shift rows,mix column and 
addroundkey as shown in figure 1. Each transformation takes a state 
and generates new state for next step and finally generates 
ciphertext. 

Byte Substitution(S-box): In this process the state is considered 
as 4x4 matrix of bytes. Transformation is carried out on one byte at 
a time. Each byte is changed independently. Total 16 independent 
byte transformation takes place. In symmetric key algorithm S-box 
is most important component. In SubByte block transformation is 

 

*Corresponding Author: Mrs. Sarita D Sanap, Assistant Professor, 
Department of Electronics and Telecommunication, Maharashtra 
Institute of Technology, Aurangabad. 
Email: saritawagh1@gmail.com 

Cite as: J. Integr. Sci. Technol., 2022, 10(1), 39-43. 

©ScienceIN           ISSN: 2321-4635             http://pubs.iscience.in/jist  



Journal of Integrated Science and Technology J. Integr. Sci. Technol., 2022, 10(1), 39-43       40 

 
Figure 1.Transformations used in AES 
 
done by using nonlinear transformation. On each byte SubByte 
transformation is performed. Using polynomial representations the 
SubByte Transformation can be implemented on hardware.4 The 
software implementation can be done using 16x16 Look Up Table 
(LUT). SubByte transformation using Composite Field Arithmetic 
reduces the complexity and also adds pipelining concept in its 
structure. Realization of Composite field arithmetic can be done by 
using different irreducible polynomials. Total 16 parallel S-boxes 
each with 8 inputs and 8 outputs are required. The S-box operation 
is the only nonlinear transformation of AES algorithm.5.An 
invertible map, fractional linear transformation on Galois field can 
be used for S-box generation.6 LUTs in composite field arithmetic 
is carried out for S-box and multiplication process which decreases 
computation time and hardware complexity.7 Combinational logic 
based pipelined S-box is implemented and masking is done by xor 
operation by the author.8 Algorithm to generate orthmorphism over 
Galois field can be done to generate 8x8 S-box.9 Instead of entire 
Galois field ,elements of multiplicative subgroup of Galois field 
helps in construction of S-box.10 Internal parallelism is also 
achievable through residue number system. Residue number 
system is used in mixed radix system to represent integers.11-12 
Rotational symmetry of Galois field for inversion is used in 
implementation of S-box.13 In cloud systems security is provided 
by residue number system by applying different keys.14 Complete 
Latin square expansion gives a pair of orthogonal matrices which 
is used for S-box after Scrambling.15 As S-box is non- linear 
component, it is mostly a primary target for side channel attacks.16 
So design of S-box is most crucial part of encryption technique. 
Coset diagrams and Fibonacci sequences can also be used for 
substitution.17  

Shift rows: In this transformation rows of the state are shifted in 
cyclic manner over different offsets. It operates on one row at a 
time. In this operation row 0 is not shifted and last row shifted three 
times.18 

Mix columns: New column is transformed from each column of 
the state. It is a matrix multiplication with modulus 10001101. The 
columns are multiplied modulo xl4+1 with polynomial a1(xl) as 
polynomials over Galois Field (28), where xl is characteristics of 
the field. For mix columns the overall utilization of redundant bits 
is minimized in the boolean expression using resource sharing 
architecture and gate replacement technique, which helps to lower 
power consumption and cost of the encryption algorithm.19 

Addroundkey: This transformation operates one column at a 
time. With each column matrix a round key word is added. XOR 
operation is performed on each column with key word.20 
 S-box Implementation using Galois field 

In first stage multiplicative inverse is used to replace each byte. 
In Second stage invertible affine transformation is performed. 
Complexity is depend on representation of field elements. S box 
transformation is represented as a lookup table. Elements of Galois 
field are defined as equation 1. 

 
Gf =(0, 1, 2, . . . , xl− 1) ∪(xl, xl + 1, xl + 2, . . . , xl + xl − 1) ∪(xl2, 

xl2 + 1, xl2 + 2, . . . , xl2 + xl −1) ∪ . . . ∪ (xln−1, xln−1 + 1, xln−1 + 2, . . . 
, xln−1 + xl − 1)                                                                      (1) 

Multiplication of polynomial is given by eq. 2 
M(xi) = (f(xi) · g(xi)) (modm(xi))                         (2) 

The multiplicative inverse of f(x) is given by a(x) such that it 
follows   

(f(xi) · a(xi)) (mod m(xi)) = 1                               (3)                                                            
Where m(x) is an irreducible polynomial of degree at least n in 

GF. The modulo polynomial for finding the multiplicative inverse 
is 

            m(xi) = xi 8 + xi 4 + xi 3 + xi 1 + xi 0                                           (4) 
 

 Implementation results for S-box using Galois field  
VLSI architecture implementation gives more security with 

cryptographic algorithm of S-box.2 Hardware speed and software 
flexibility advantage is provided by FPGAs.As compared to ASIC 
FPGA gives advantage of reconfigurability and low design cost.21 
So S-box using Galois field is implemented using Xilinx ISE 
14.7,Aldec HDL and Virtex 5 FPGA. The Virtex-5 consists of 
Block RAM/first in first out (FIFO), DSP slices, Select IO 
technology, DCM and PLL clock generators, and other advanced 
configuration option. This implementation uses 521 slices and 953 
input LUTs.  
 Implementation of S Box using Galois Field ROM datatype  

In this method S box contains pre computed value stored at 
predefined address. This alternative memory architecture is very 
much optimized. As the entire table entries are fixed in the lookup 
table, use of ROM is preferred.22 The architecture needs small 
ROM modules in place of one large module, since each lookup 
entry is based on a maximum of 8-bit address, which translates to 
256 entries which are based on Galois field. Primitive polynomial 
of GF(24) is used as reduction of GF(28).23 Implementation is done 
on same configuration but as ROM datatype is used this design 
occupies 64 slices and 128 input LUTs. 
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PROPOSED METHODOLOGY 
Implementation of S-BOX for AES using reduced prime 

numbers is proposed in this work. For comparative analysis S- box 
using GF (28) is also implemented by two methods. Implementation 
of these algorithms and comparative study is done. Design 
implementation, simulation and synthesis is done on Field 
programmable Gate array virtex 5 using Xilinx 14.7 ISE and Aldec 
active HDL.  
Structure of each round and subbyte transformation 

 Each round of AES except the last uses four invertible 
transformations. This transformation is implemented for AES-128 
as shown in figure 2. S-Box is a substitution function whose 
nonlinearity help to protect against linear cryptanalysis. In this 
work focus is on efficient design of S-box so that constraints are 
mapped. Substitution implementation is done by Shannon’s 
confusion-diffusion principles. Confusion is most desirable 
requirement of encryption algorithm. A strong confusion property 
is required to secure data in the form of ciphertext. Diffusion is 
randomness required in substitution, for change in one bit of input, 
the substituted output should be changed by at least half of bits. 
This makes it unpredictable and hence more secure communication 
is possible. 

State=n 
Si=Addroundkey (state, w (4)) 
for i in range 1 to 9 
Sub Bytes (si) 
Shift Rows (si) 
Mix Columns (si) 
AddRoundKey (si, w[4*i,4*i+3]) 
end for 
end 

 
Each transformation forms a state which is used for next round. Last 
round uses only three transformation. Pseudocode for this design is 
presented in algorithm 1. For loop is excuted 10 times for 128 
bits.This transformation operated separately on every byte of the 
state which uses 16-byte (128-bit) S-Boxes. 
 

 
Figure 2.S-box implementation using Aldec HDL 

Implementation of S-box using proposed residue prime number 
system 

 Residue number system is given by set of N co prime modulli 
(m1, m2,m3….mn).A number x is given in N channel as given in 
equation 5. 

           X={x1, x2, x3,…xn}                                                   (5) 
Where xi is X's residual in relation to mi. Due to this it has digit 

sets as  
           Sets={[0,ni1-1],[0,ni2-1],[0,ni3-1]….[0,nin-1]}          (6) 
Residue prime arithmetic shows that It gives a multiplicative 

inverse in the modulo P field. As a result, instead of using the Galois 
field to compute S-Box entries, the field of residues modulo prime 
can be used. A residue number system have pairwise coprime 
moduli set. A lookup table having 256 entries is formed to 
substitute Galois field lookup table. 

 
Algorithm 2:  Subbyte routine   

 sub Bytes(S) 
for k in range (len (S)): 
S [k] = sbox [S[k]] 
a=bytemulinv 
bytematrix (a, b) 
for k in range(len(S)) 

c=bk⊕b(k+4)mod8⊕b(k+5)mod8⊕b(k+6)mod8⊕b(k+7)mod8 
d=ck ( bytematix) 
end for 
matrixbyte (d,d) 
byte =d 
end 

 
Substitution process is presented by algorithm 2. S represents state 
in the algorithm. It is implemented on FPGA using ROM 
component. 
Implementation of S-box using proposed optimized residue prime 
number system 

Reduction of 256 entries are done in this proposed method. 
Reduction is based on equation 7 and equation 8 where i, j, m and 
n presents residue prime numbers. As the numbers are inverse of 
each other, only number or its inverse is considered for the record 
of S-box. This entries are unidentified, so more confusion to the S-
Box implementation is created which is not present in Galois Field 
based S-Box.  

                            S (i, j) =m, n                        (7) 
                                                 S (m, n) =i, j                           (8) 

To make it more secure a seed value function is applied on each 
entry.This process is presented using algorithm 3.  

  
Algorithm 3: subbyte process based on optimized RNS 

Step 1: Initialize Fs_boxin 
Step 2: activate event on clock 
Step 3: define ram type array (natural range< >) 
Step 4: store reduced sbox_ram: ram_type (127 down to 0) 
Step 5:sbox_ram⊕seed value 
Step 6: byteoutput <= sbox_ram 
Step 7: end      

Algorithm 1  : Pseudocode for AES  
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 By following process shown in algorithm 3 final LUT is formed 

as shown in Table 1. In Galois field based S-box LUT consists of 
256 values where as proposed LUT needs only 129 values. S-box 
using this look up table is implemented on FPGA.Simulation 
waveforms obtained are shown in figure 3. It gives significant 
reduction in number of slices and bonded IOBs. This results in 
optimization of resources.More randomness is obtained by ex-oring 
of seed value . 

 

 
Figure 3. Simulation output waveforms of proposed system 
 
 
Table 1. Optimized residue prime number based LUT 
 0 1 2 3 4 5 6 7 8 9 a b c d e f 

0 af ae 2e 59 6e c8 84 3c 4e 67 1b 14 39 1d 65 d7 

1 5e d6 cb 49 f5 9e 71 11 e4 e7 f6 41 ca c6 93 68 

2 56 3b 12 44 9d 2b dc 3e 82 c0 36  c0  c0 00 

3 90   d1 20 ce d8 5c 1c 57 4d 92   4b c9 

4 52 f8 e5 45 70 3a 59 1a  60   15 58 66 5b 

5 38 a0 d2 7d 62 d0   17   7e 1f 37 77  

6    28     78 b0 1e 5a 13 4f 55  

7 75 db d3   29 30    31 23  73   

8 50  30 61  20   5f 5d 64 cd  3f 74  

9   7a        53 6d 4a 40   

a 63 10 7c     42 48  6f 51     

b       46 10  47       

c     69 4c          72 

d 43    76  54          

e                 

f                 

 

RESULTS AND DISCUSSIONS 
Simulation and Implementation results for all methods and 

proposed optimized method are analyzed. Resource utilization is as 
shown table 2. It elaborates the overall device utilization including: 
number of slices, number of LUTs, and number of bonded IOBs 
and block RAMs. 

 

 
Table 2. Resource utilization 

Parameters Galois 
Field 

 Galois 
field(ROM 
component) 

Residue 
of prime 
number 

Proposed 
optimized 
RPN 

No.of 
occupied 
slices 

521 64 64 32 

No.of 4 
input LUTs 

953 128 128 62 

No.of 
bonded IOB 

64 18 18 17 

BRAM 0 1 1 1 
 
In comparison with S box using Galois field, Galois field (ROM 

component) and Residue of prime number occupies 12% slices 
which implies that less area is used in these implementation. 
Significantly it shows that proposed optimized method uses only 
6.14% slices. This results in less area requirement and consequently 
less power requirement. Proposed method gives reduction of LUTs. 
Only 6% LUTs are needed in optimized RPN as compared to other 
methods. 26% less numbers of bonded IOBs are used in proposed 
work as compared to Galois field implementation. 
 

 
Graph 1.Resource utilization 
 

As per graph 1 for resourse utilization,S-box based on optimzed 
residue prime number utilizes least number of occupied 
slices.Number of LUTs are also reduced significantly. Memory 
usage and delay parameters are also analyzed using xilinx 14.7. It 
is given in table 3. 
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Table 3.Memory Usage and delay 
Parameters Galois 

Field 
 Galois 
field(ROM 
component) 

Residue 
of prime 
number 

Proposed 
optimized 
RPN 

 
Memory 
Usage(MB) 

 
32.79  

 
20.08  

 
20.017  
 

 
20.009 

Delay(ns) 17.386  7.165  7.16  7.06 
     

 
Comparison of memory usage and delay obtained is shown in graph 
2. Synthesis report gives total logic and route delay. 
 

 
Graph 2.Memory usage and delay 

 
Due to reduced number of LUT and occupied substantial 

reduction in memory is observed in S-box based on optimized RPN. 
Delay observed is also reduced in significant way which helps high 
speed execution of Advanced Encryption Standard. 

CONCLUSIONS 
In encryption algorithms S-box is an important component. In 

this paper optimized residue of prime number S-box for AES is 
proposed. Proposed method gives 13% improvement in terms of 
occupied slices compared to other methods. Required LUTs are 
optimized by 12.42%. Comparative analysis with other method 
elaborates that design and implementation using proposed method 
results in less utilization of resources and memory. So constraint of 
area, delay and memory usage is achieved efficiently. 
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